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Cybersecurity and Open Science

A lot of research is regulated.
E.g. HIPAA, FISMA, NIST 800-171

I use “Open Science” loosely 
for science not guided by 
compliance
E.g. Astronomy, climate, physics, geology
AKA Fundamental Research

Gemini South on the summit of Cerro Pachón in Chile (left) and 
Gemini North on the summit of Maunakea in Hawai’i (right). 
Image credit: Gemini/NSF/AURA



My Talk

Why Cybersecurity for Open Science?

How to Implement Appropriate 
Cybersecurity for Open Science?



Myth:

Cybersecurity is about confidentiality
hence, open science does not need 
cybersecurity.



Reality:

Open Science Needs Appropriate
Cybersecurity



Adobe Stock

Appropriate 
cybersecurity supports 
organizational mission.



For Open Science, Cybersecurity 
supports:

● Trustworthiness

● Productivity

● Reproducibility



Trustworthy: Data Integrity

For Open Science, integrity of 
data is often most important 
aspect of cybersecurity.

https://www.cbsnews.com/news/global-warming-
climate-change-study-again-questioned-again-
defended/
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Productivity:
Threat of Unavailable Instruments

http://mobile.abc.net.au/news/2017-10-17/cyber-attack-almost-costs-
team-look-at-colliding-neutron-stars/9055816?pfmredir=sm
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Your Data Is Valuable to Criminals!

https://en.wikipedia.org/wiki/WannaCry_ransomware
_attack
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Productivity:
Rapid, Collaborative Projects

Research projects tend to be short-
lived (3-5 years). They need to 
progress quickly.

It’s common for research 
collaborations to span universities and 
even countries.

Researchers want to define their 
teams, change those definitions and 
share access – all unrelated to 
institutional directories or human 
resources databases.

Credit: Ian Bird



Reproducibility

Can we reproduce what we did 
on computers we didn’t fully 
control?

https://www.hpcwire.com/2014/06/09/us-researcher-caught-mining-bitcoins-nsf-iron/



Open Science Cybersecurity Resources 
From Trusted CI



Trusted CI:
The NSF Cybersecurity Center of Excellence

Our mission: to lead in the development of 
an NSF Cybersecurity Ecosystem with the 
workforce, knowledge, processes, and 
cyberinfrastructure that enables 
trustworthy science and NSF’s vision of a 
nation that is a global leader in research 
and innovation.

https://trustedci.org/
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Awards > $1m:
644 in FY20

4283 active in 3/2021

https://www.nsf.gov/pubs/2020/nsf20003/nsf20003.pdf
https://www.nsf.gov/news/speeches/cordova/17/fc170523_fy18budget.jsp
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Trusted CI

...is a trusted partner, not an auditor, not selling a product.

...helps projects tackle their cybersecurity challenges.

...builds community and serves.

...leads to advance state of practice.

...is applied research in community engagement.



Trusted CI: Scopes of Impact

National level: Leadership, community building, webinars, 
annual cybersecurity Summit, situational awareness.

Broad impact: Training, best practice guides, workshops.

Individual project: Consulting and Engagements.
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Trusted CI: Impacts
Updated impact as of July 2020:
Trusted CI has positively impacted over 
480 NSF projects since inception in 2012.
Members of more than 330 NSF projects 
have attended our NSF Cybersecurity 
Summit. 
Members of more than 140 NSF projects 
have attended our monthly webinars.
We have provided more than 300 hours of 
training to the community.
We’ve had 52 engagements with NSF 
funded projects, including ten NSF Large 
Facilities.

https://hdl.handle.net/2022/22148
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Best Practices
Security Best Practices for Academic Cloud Service Providers

https://trustedci.org/cloud-service-provider-security-best-practices/

Identity Management Best Practices
https://trustedci.org/iam

Science Gateways
https://trustedci.org/sgci/

Software Assurance
https://trustedci.org/software-assurance/

Software Engineering Guide
https://sweguide.trustedci.org/

Presenter
Presentation Notes
Images: Report covers listed in slide.

https://trustedci.org/cloud-service-provider-security-best-practices/
https://trustedci.org/iam
https://trustedci.org/sgci/
https://trustedci.org/software-assurance/
https://trustedci.org/software-assurance/


The Trusted CI Framework
4 Pillars, 16 Musts

The Trusted CI Framework helps leaders establish and refine 
cybersecurity programs that work. 

Its straightforward structure focuses on foundational 
decisions about organizational mission alignment, 
governance, resources, and controls.

This is not yet another long list of technical requirements.



Framework Implementation Guide 
for Research Cyberinfrastructure Operators

Go to https://www.trustedci.org/framework and hit the green button. The guide 
gives research organizations a community-tailored head start on choosing among 
good paths and avoiding treacherous ones.

Includes:
● roadmaps for establishing mature cybersecurity programs
● tailored advice on overcoming common challenges
● pointers to resources

Built by Trusted CI’s experienced multi-institutional team, and vetted by  a 
Framework Advisory Board representing the diversity of our community.
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Getting Started

Check out trustedci.org/framework/core. This 
briefly explains the 16 Musts.  For each, ask 
yourself, “Have we addressed this? If not, why not? 
If so, how’s it working out?”

Hit the green button to grab the guide, and share 
with your teams.

https://www.trustedci.org/framework/core


Staying Connected with Trusted CI

Trusted CI Webinars
4th Monday of month at 11am ET.

https://trustedci.org/webinars

Follow Us
https://trustedci.org

https://blog.trustedci.org

@TrustedCI

Monthly Office Hours
Announced on discuss email list

Email Lists
Announce and Discuss

https://trustedci.org/trustedci-email-lists

Ask Us Anything
No question too big or too small.

info@trustedci.org

Cyberinfrastructure Vulnerabilities
Latest news on security vulnerabilities 
tailored for cyberinfrastructure community.

https://trustedci.org/vulnerabilities/

https://trustedci.org/webinars
https://trustedci.org
https://blog.trustedci.org
https://trustedci.org/trustedci-email-lists
mailto:info@trustedci.org
https://trustedci.org/vulnerabilities/
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Trusted CI License Statement

All materials de novo generated as part of this project that will be distributed 
will be distributed under the Creative Commons AttributionNonCommercial 3.0 
Unported (CC BYNC 3.0). 
The full terms of this license are available at 
http://creativecommons.org/licenses/bync/3.0/. 
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Thanks!

Trusted CI is supported by the National Science Foundation under Grants 
1547272, 1920430, and 1920430. The views expressed do not necessarily 
reflect the views of the National Science Foundation or any other organization.
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